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Permit Compliance Unit
(PCU)

A Receive and track all
DMRSs

A Collect and maintain data

A Conduct compliance
monitoring

A Initiate informal
enforcement action

A Generate enforcement
referrals
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Benefits of NetDMR
Application

A Eliminates paper DMR data entry
A Improves data quality

A Improves data availability

A Encourages proper reporting

A Provides email confirmation of
DMR submission

A Compatible with current state
business practices




E P A 0-Bepating Rule

“5, A Requires electronic submission of data

S ¥ 1 Includes NetDMR, permit applications, NOIs,
00 >v NOTSs, other permit-required reports

A Rule signed September 21, 2015 and
effective December 21, 2015

A NetDMR is required to be used as of
December 21, 2016

A NetDMR accounts migrated to CDX/NetDMR
May 22, 2017




~ Common Questions Regarding
E P A 6-Reporting Rule

\ |s everyone required to use NetDMR?
1 (3 Yes.

A Can permittees continue to submit
paper DMRSs?
No, as of December 20, 2016.

A s there a waiver process?

Strict waiver qualifications are being
developed.




% How Does NetDMR Work?

B In CDX
W 1. User registration

In NetDMR
2. Request/receive access to permit

3. Search/View DMR templates

4. Enter data (using online forms or
Importing feature)

5. Sign and Submit DMRs



CDX/NetDMR Access

AAII users must have their own account

NetDMR recognizes that not all users
need the same level of access

A Different levels of access are granted
through the use of CDX user types
and NetDMR user roles
I A student worker should not have the

same level of access as a Responsible
Official




I State and Federal Agency Users
. A Read-only access to all signed and submitted reports

(¥ A Partially completed DMRs only able to be viewed when
specifically requested and authorized by facility

A Permittees (signature)-

A Facility users
A Can sign and submit DMRs

A Permittees (no signature)-

A Facility users
A Can edit and view DMRs

A Data providers

A Contractors and labs
A Cannot sign or submit DMRSs
A Data entry ONLY




I allowed to view, enter DMR data, and sign
“'DMRs

T allowed to view and enter DMR data

A View
I can only view previously submitted DMRs

A Permit Administrator

I approve/deny Edit, View and other Permit
Administrator users



Where to Find NetDMR

W AEroductlon
#4™J " https://netdmr.epa.gov/

A Test
https://netdmrtest.epacdx.net/



https://netdmr.epa.gov/
https://netdmrtest.epacdx.net/

Things to Consider

-~ the following:
T Who will be involved in NetDMR?

Lingh# i What type of CDX and NetDMR roles do
: | they require?

I ' Who will be electronically signing and
submitting using NetDMR (signatory)?

I Will a new signatory need to be chosen
or delegated?

o A "; A Before creating your account, decide
Apt 18 }



Who Will Be Involved With
NetDMR?

= VA Signatory: can be an individual who
& currently signs paper DMRs, or may
be someone new

I Signatories can have outright authority to sign
DMRs (ex. facility owner; mayor; plant manager)
or may be delegated by a Responsible Official

I Common delegated signatories include
wastewater superintendents; environmental
managers; or others who have proper
operational and financial controls (LAC
33:1X.2503.B)



Who Will Be Involved With
NetDMR?

SNA Will there be someone else to enter
% DMR data?

I Signhatories may enter DMR data
t hemsel ves, but Edotd t
user completes this task.

I Edit users can be someone directly
employed with the facility, or may be a
third-party lab representative or
contractor.



Who Will Be Involved With
NetDMR?

=W, S) Does anyone need view only access?

I Secretaries, student workers, clerks, or
other front desk representatives may

need view access to help maintain DMR
Records.



Who Will Be Involved With
NetDMR?

' - \A There is no limit to the number or type
- of users associated with a permit.

I Example:
Aa permittee may have one main signatory
and one backup signatory;

Atwo data providers and one edit user at the
facility who reviews DMR data;

Aand one view-only user who can access
DMR records.




Getting Started

“NATo begin using NetDMR, you are
S 5L . required to complete a two step
2 %®" process:

I Step 1. Create a CDX account

I Step 2: Request access in NetDMR



pction Home Resources ~

Metwork Discharge
Monitoring Report

powered by CDX‘:

NetDMR

Welcome to the NetDMR Test 2017 Upgrade registration and log-in page.

To sign in, please use your Central Data Exchange (CDX) User ID and
Password. If you are already a registered NetDMR user with or without a
current CDX account, check for an email from netdmr-
natification@epa.gov with instructions on how to complete the CDX
registration for NetDMR users. If you did not receive an email or could
NOT complete the process using the link provided in the email, you will
need to create a new CDX account unless you already have a CDX
account. If you already have a CDX account, please add the appropriate
NetDMR program service(s).

Sign in

or create a new account

* = required

UserID #*
Password #

Forgot username?

Forgot password?

Creating an Account

Navigate to the
NetDMR website

I NetDMR Test or
NetDMR Production

Clickn ¢ r eaandwe
accounto



Choosing Your NetDMR
State Agency or EPA Region

ﬁ YA Choose NetDMR: Louisiana DEQ if
4% 5 you are required to submit DMRs to
LDEQ (most users)

A Choose NetDMR: EPA Region 6 if you
are required to submit DMRs to EPA
Region 6 (example: LALXXXXXX
permits)




A Permlttees (signature)-

A Facility users
A Can sign and submit DMRs

A Permittees (no signature)-

A Facility users
A Can edit and view DMRs

A Data providers

A Contractors and labs
A Cannot sign or submit DMRs
A Data entry ONLY



Creating an Account

fion Home Resources «

New Account 1D Proofing Submission

ENetDMR
e Network Discharge h
= Monitoring Report
powaredbyc%

| Create a New Account

* = required

Select State Agency or EPA Region and User Type

State Agency or EPA Region ¥

| NetDMR' Louisiana DEQ

User Type #*

‘ Select...

Regulated Community
Data Provider
Permittee (no signature)
Permittee (signature)

Regulatory Authority
Internal User




Personal Information

E N et DM R New Account ID Proofing Submission
o Network Discharge .

- Monitoring Report

poverea> CDXG:

Create a New Account * - required

Select State Agency or EPA Reqgion and User Type -~
Personal Information

Title #*

Ms A

First Name #*

Kathy

Middle Initial

Last Name %

Huddle

Suffix

Select... A

Job Title * @

Tester

Next

Electronic Signature Setup



A Select and provide unique answers for
- Security questions

A Answers are case-sensitive
IExampl e: nWhat 1 s
Answer. Baton Rouge vs baton rouge

A Security questions and answers do
not expire; can be reset upon request




CDX User ID, Password,
& Security Questions

et CDXe Password must be:
' Create a New Account * = require - 8-20 characters

Select State Agency or ERA Region and User Type e Ion g

Persona I Information ~

- Contain letters

UseriD * Password * Verify Password * and numbers
sas28 e ) Contaln upper

.y and lower case
These questions will be used to reset your password:
Question 1 #* Answer1 #* @ Iette rS
What street did you live o

li n in third grade? T eases
Question 2 * Answer2 # L.
What was the last name of your second grade teacher? T e A Case Se nSItlve

Question 3 * Answer 3 ¥

What is the name of the college (or institution) you applied to but didn't atiend? V|| eemees A EXp i reS eve ry 90
Show answers d ayS

e to the Terms and Conditions A Last 10 Cannot
match

ectronic Signature Setup -~




l e~ 'MUn:EC'lﬂg Keport
powered by .
CDX§

Create a New Account

Select State Agency or EPA Region and User Type
Personal Information
Create a User ID and Password

Electronic Signature Setup

These questions will be used for signing your document electronically:

Question 1 #*

Who is your favorite author?

Question 2 #*

What is your favorite book?

Question 3 *

Who is your favorite all-time entertainer?

Question 4 #*

What is your favorite song?

Question 5 #*

What is your favarite movie?

#* = required

Answer1 #* @

Answer 2 #

Answer 3 *

Answer 4 ¥

Answer 5 #

) show answers

ermittee (signature) users will be required to complete this set of questions



Search for Your Organization

(company you work for)

MNew Account 1D Proofing Submission
.N ctDMR
Metwork Discharge h
Monitoring Report
o CDMg

Create a New Account * = required

Select State Agency or EPA Region and User Type ~
Personal Information ~
Create a User ID and Password ~
Electronic Signature Setup »~
Organization Information v

Search your organization by one or more of the following criteria:

Organization Name #
Louisiana Department
Mailing Address (line 1)

Mailing Address (line 2)

City State ¥ Zip/Postal Code

Louisiana v




QOrganization Information

Select your organization:

Show ¥ entries

10

Organization Address Zip
Action D 1= oOrganization Name Address 1 2 city State Code

17015 LOUISIANA DEPARTMENT OF ENVIRONMENTAL P.O. BOX 4313 BATON LA 70621-4313
QUALITY ROUGE

17907 LOUISIANA DEPARTMENT OF ENVIRONMENTAL P.O, BOX 4312 BATON LA 70821
QUALITY ROUGE

Select 18314 LOUISIANA DEPARTMENT OF ENVIRONMENTAL P.O.BOX 4312 BATON LA 70821
QUALITY ROUGE

19172 LOUISIANA DEPARTMENT OF ENVIRONMENTAL 602 N FIFTH BATON LA 70802
QUALITY STREET ROUGE

25350 Louisiana Department of Environmental Quality 602 N. Fifth Baton Rouge LA 70802

Street
Previous n Next

Showing 1 to 5 of 5 entries

Can't find your organization? Back o search pag& or request that we add your organization.

(cont

Create a New Account

Select State Agency or EPA Region and User Type

Personal Information

Create a User ID and Password

Electronic Signature Setup

Organization Information

Louisiana Department of Environmental Quality
602 N. Fifth Street

Baton Rouge, LA 70802

us

Wrong organization information? Back to search results or request that we add your organization.

* = required




Personal Information

Create a User ID and Password
Electronic Signature Setup
Organization Information
Contact Information

Phone Number #

225-219-3752

Email #

kat152528@amail.com

Re-enter Email #

kat152528@gmail.com

Verification Code #

abde2bdc-0898-4a17-84dd-bf703ed13791

Extension

Send Verification Code
[

Verification code
will be sent to the
email address
listed

Contact Information and
Verification Code

¥ = required



ldentity Proofing

(electronic)

dentity Proofing * = required

Identity Verification

Would you like to perform electronic Identity Proofing?

YES

Electronic Identity Proofing
The following information will be used for identity proofing, it will not be stored.

Home Mailing Address (line 1) #

Home Mailing Address (line 2)

City #* State #* Zip/Postal Code #

Denham Springs | Louisiana M 70726

Date of Birth *
I - -

SSN Last 4: % Phone Number

| show SSN digits

] 1 agree to the Electronic Signature Agreement

Verify and Sign



ldentity Proofing
(via paper)

I
|dentity Proofing * = required

Identity Verification

Would you like to perform electronic Identity Proofing?

NO

You have selected to perform identity proofing via the paper based option. Please be aware that the paper based option requires you to mail a wet ink signed version of the
ESA and does take longer to process. You will not be able to access the NetDMR system until this document is received and processed.

Paper ESA

U.S. Environmental Protection Agency
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement

In accepting the electronic signature credential 1ssued by the U.S. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Electronic Signature Holder Company Information

Organizarion Name Louisiana Department of Environmental Quality

|Address 602 N. Fifth Street

City. State. Zip Baton Rouge. LA 70802

Province

Country Us

Phone Number 225-219-3752

E-mail Address netdmrtrain33(@gmail.com

Registrant's Name Mr Training User

‘Registram Title Tester .

&




ldentity Proofing

(viapaper-c ont 0d)

T2017 NetDMR Identity Proofing

Print

Total: 4 sheets of paper U.S. Environmental Protection Agency

. Office of Enforcement and Compliance Assurance
Ll | Cencel | NPDES e-Reporting Tool Electronic Signature Agreement

In accepting the electronic signature credential issued by the U.S. Environmental

\\deqprinters\N-0721-52 Protection Agency (EPA) to sign electronic documents submitted to EPA's Central Data

Destination 10.11.71.13 De Exchange (CDX), and as a representative for-
| Change... | Electronic Signature Holder Company Information
) Drganization Name ILouisiana Department of Environmental Quality
Pages = Al [Address 1502 N. Fifth Street
[City, State, Zip (Baton Rouge, LA 70802
eg-1-5, 8 11-13 Province
(Country 18
Copies 1 IPhone Number [225-219-3752
[E-mail Address inetdmrtrain33@gmail com
fleas Portrait = IRegistrant's Name IMr Tramning User
IRegistrant Title [Tester
- ICDX User Name INETDMRTRAIN33@GMAIL.COM
Options Two-sided

I B
{Responsible Official or Duly Authorized Representative)

4+ More settings

(1) Agree to protect the electronic signature credential, consisting of my Central Data
Exchange (CDX) user identification and password, from use by anyone except me.
Specifically, I agree to maintain the secrecy of the password; I will not divulge or
delegate my user name and password to any other individual; I will not store my
password in an unprotected location; and I will not allow my password to be written into
computer scripts to achieve automated login.

Print using system dialog... (Ctrl+Shift+P)

(2) Agree to contact the U.S. EPA CDX Help Desk at 1-888-890-1995 as soon as
possible, but no later than 24 hours, after suspecting or determining that my user name
and password have become lost, stolen or otherwise compromised.

(3) Agree to notify CDX within ten working days if my duties change and 1 no longer
need to interact with the CDX on behalf of my organization. I agree to make this
notification by notifying the CDX Technical Support staff at 1-888-890-1995 or
helpdesk@epacdx net.

(4) Understand that [ will be informed through my registered electronic mail (e-maily
address whenever my user identification or password have been modified.

(5) Understand that CDX reports the last date my user identification and password were
used immediately after successfully logging into CDX.

(6) Understand and agree that I will be held as legally bound, obligated, and responsible
for the use of my electronic signature as I would be using my hand-written signature.

t and Mail to LDEQ/PCU (P.O. Box 4312, Baton Rouge, LA 70821)



Account Created

< EPA
“
\’ United States Envircnmental Protection Agency

About Recent Announcements Terms and Conditions FAQ

= Contact Us
CDX: Central Data Exchange Logged in as KAT152528 (Log out)

‘ Inbox || My Profile H Submission History ‘ | E-Enterprise Portal ‘

Services CDX Service Availability

Status + Program Service Name * Role s

See the status for all program services

News and Updates

Mo news/updates.

& MNDMR-LA: MetDMR: Louisiana DEQ) Permittee (signature)

(ad program service Jll Manage vour program services

CDX Help Desk: 888-890-1995 | (970) 494-5500 for International callers

EPA Home  Privacy and Security Notice  Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us



Follow Along In Test

(use personal information)

~A Navigate to NetDMR Test

A Create an Account

I Choose Louisiana DEQ as the State
Agency

I Choose Permittee (signature) as User
Type




Time for a Break!




Getting Started

‘ To begin using NetDMR, you are
2. (00 L required to complete a two step
2 %®" process:

; I Step 1. Create a CDX account

I Step 2. Request access in NetDMR




Reqguesting Access

W, NAAfter youdve est al
&9 \>‘ account, click on your role on the
It MyCDX page

A Click Continue to NetDMR

A Next, you need to Request Access to
your permits

I Lets NetDMR know which permits you
should be associated with



Requesting Access

Home | My Accounf | Request Access ) Help | Logout

NetDMR

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs
Access Requests All DMRs & CORs Unscheduled DMRs

AllDMRs & CORs |

Import DMRs

Perform Import
Check Results

& User: KAT152528@GMAIL.COM, Permittee User

Czlla)

(2D

Update NODI Download
Check Results Blank DMR Form

Last 10 Logins
6/15/17 1:55PM -

All DMRs & Copies of Record (CORs)

Session Lockout Timer: 29:53




